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John C. Gordon, CISSP, CEH
CONTACT

Phone: 
571-212-4115 (leave a message)
Email: 
jobs_2008  @at@  starnull  .dot.  com (preferred)
LONG RANGE OBJECTIVE

Computer security – particularly cryptography, [application] penetration testing and software security.
QUALIFICATIONS SUMMARY

Extensive professional experience developing prototypes, developing interactive and distributed applications and providing cryptographic support.
Experienced in assessing security posture per relevant Information Assurance (IA) guidance, particularly DoDI 8500.2, DISA FSO security checklists, Security Readiness Review Scripts (SRRs) and Security Technical Implementation Guides (STIGs).

Practical experience applying sound software engineering principles to all phases of the software life cycle from initial concept (e.g., workflow scenarios, systems analysis, prototyping) through implementation (e.g., architecture, design, risk management, test planning) to deployment and maintenance (e.g., performance testing, configuration management), including leading organizational efforts to implement software engineering practices, software process improvement, process development and process mentoring. Broad experience with building, maintaining and upgrading hardware and small networks, and with installing and configuring operating systems and applications.

Learns quickly and has a strong desire to learn and apply new technologies and techniques both on the job and off. Proven ability to integrate new technologies with legacy systems. Quickly creates solutions that are high in innovation and quality. Sharp analyst who works best under pressure and with multiple concurrent tasks.

SECURITY CLEARANCE

· Current TS

PROFESSIONAL LICENSES, CERTIFICATIONS and AFFILIATIONS
· CISSP – Certified Information Systems Security Professional, (ISC)2, 2008
· CEH – Certified Ethical Hacker, EC Council, 2006

· Member, International Association for Cryptologic Research (IACR)

PRIMARY SKILLS

· Languages: C, UNIX scripting (ksh), Visual Basic 6, Visual Basic for Apps (VBA), HTML, JavaScript
· Tools: Motif, GTK+ 2, Visual Studio 6, Win32 SDK, regedit, MS Office macros, Subversion, Sun Solaris packaging tools, UNIX sockets, WinSock

· IA Tools: IDA Pro Advanced 5 (disassembler)
· Databases: Oracle 10g, Oracle PL/SQL, Oracle SQL*Plus, ODBC (SQL)
· Hardware & operating systems: Sun Sparc, Solaris 10, PC, Windows XP
· Standards & vertical markets: GNCDIG 3.0, DII-COE 4.3, GCCS-J, JOPES/AP

EDUCATION

· Masters Certificate – Security Management, Villanova University, 2006

· Software Professional Development Program, Air Force Institute of Technology (WPAFB OH), 1992

· Bachelor of Arts – Computer Science, University of Wisconsin (Madison WI), 1978

RECENT TRAINING

· WebLogic Integration – System Administration, BEA, 2006

· Professional Hacking, Vigilar Intense School, 2006

· Systems Engineering, SAIC, 2005

· Project Management I & II, SAIC, 2005

· Designing a Service Oriented Architecture, BEA, 2005

PROFESSIONAL EXPERIENCE

Science Applications International Corporation (SAIC), Falls Church VA

Security Engineer
Apr 2006 – present

Develops cryptographic support routines for Adaptive Planning (AP) applications [a.k.a. Global Command and Control System – Joint (GCCS-J) Joint Operation and Execution Planning System (JOPES)]. Provides analytic support to determine security posture of the code base and makes recommendations to maintain and improve security. Keeps up-to-date on security regulations, as they apply to the systems being developed, to ensure compliance. Performs vulnerability analysis on both web and database applications. Maintains client-server apps (JSERV, TIES), user management apps (NISACE, HOMACE), security app (PASPRC) and cryptographic support routines. Developed process and tools to help migrate developers from COE segments (under I&RTS 4.3) to Sun packages (under GNCDIG 2.1). Uses Firefox 2.x, Motif, GTK+ 2.x, IDA Pro Advanced 5.0, UNIX scripting (ksh), UNIX C, Oracle 10g, Oracle PL/SQL, Oracle SQL*Plus, MS Office 2003 (with macros), Hummingbird Exceed 9.0 (PC X-Windows client), Subversion, GNCDIG 1.0, 2.0, 2.1, DII-COE 4.3, Solaris packaging tools, Solaris 10, and Windows XP.
Senior Systems Analyst
Apr 2002 – Apr 2006

Designed, developed and maintained a wide variety of applications for the GCCS-J JOPES Database project and ensured that they meet security standards. Applications include: client-server app (JSERV) which automates functions involved in standing up a new server based on the configuration of a master server, web app (TLT) which provides import and export services between the core JOPES database and external systems that use an incompatible database schema, user management apps (NISACE and HOMACE) which manage the NIS+ database and home directories for users, database app (JDBVUE) which manages user views of JOPES tables, and cryptographic support routines (core crypto algorithm and programming language wrappers used by SAFTP, JSP, JMON, TIES, JPERMS, PASPRC and NISACE). Reverse engineered lost source code to a Solaris binary that provides encryption services and made needed changes. Used ColdFusion 5 & MX, HTML 4.0, DHTML, JavaScript 1.5, Netscape 4.7 & 7.0, Mozilla 1.6-1.7.12, Firefox 0.7-1.5, Motif and X-Window tools, GTK+ 1.2, Korn shell (ksh), UNIX C, SWIG, Oracle 7 & 8i, Oracle PL/SQL, Oracle SQL*Plus, MS Office 2000, MS Access 2000, MS Project 2000, Reflection/X, Hummingbird eXceed 9.0, Subversion, DII-COE 4.1 & 4.3, Solaris 7 & 8, and Windows 2000 & XP.

SRA International Inc., Fairfax VA

Software Engineer (Principal)
Apr 2001 – Mar 2002

Maintained scientific applications that performed analysis, data manipulation and graphical display of bit stream and byte stream telemetry data for the intelligence community. Used Visual C++ 6, Visual Studio 6 toolset, Visual SourceSafe, UNIX shell scripting (csh), IDL 5.3 & 5.4 (data analysis and visualization language from Kodak/RSI - not COM/CORBA IDL), C, FORTRAN, PowerBuilder 7.5, Windows NT 4 and SGI platforms.

Software Technical Lead (Senior Member of the Professional Staff)
Feb 1999 – Mar 2001

Led a nine-person multi-contractor development team to maintain the System Services part of the GCCS JOPES Database. Designed systems architecture for and led three-person team that developed the Transaction / TPFDD Interface to External Systems (TIES) that ensured text transactions designed for the legacy system (Oracle 7) could be applied to a new database schema (Oracle 8i) and that legacy transactions could be generated real-time from changes to the new system. Ensured applications met security standards. Developed crypto engine to encrypt user credentials to enable automated file transfers to/from remote systems. Used UNIX C, UNIX scripting (ksh, perl, tcl, csh), Oracle 7 & 8i, Oracle Pro*C (embedded SQL), Oracle PL/SQL, Rational Apex, Rational Ada, Java (JDK 1.2), MS Office 97, MS Project 98, WordPerfect 7, Reflection/X (PC X-Windows client), DII-COE 3.2 - 4.1, Solaris 2.5, 2.6 & 7.0, and Windows NT 4.

Single Agency Manager, Pentagon, Washington DC

Senior Computer Specialist
Feb 1986 – Feb 1999

Object-oriented software developer on a client-server budget planning & reporting system (RAPIDS) using IBM RS/6000 (AIX 4), PowerBuilder 6, Sybase 10, Visual Basic 5, JavaScript, VBScript, Winsock, OLE server, embedded SQL, Korn shell (ksh), UNIX C, Java (JDK 1.1.5).

GUI team leader and middle-ware specialist on a distributed, worldwide financial management system (FIRST) using Sun Solaris 2.4, ObjectAda 7.0, Visual C++, Orbix/Ada-NT, Orbix/C++ 2.0, Orbix Desktop 2.02, CORBA IDL, Rational Apex, GNAT Ada 95, Sybase 10, Visual Basic 4, VBA.

Chairman of Software Engineering Process Group (SEPG) with oversight of a $75,000 budget.

Chief of Quality Engineering Branch supervising a team of eleven specialists performing centralized software testing, CM and QA for a seventy member division that used IBM 3090 mainframe (MVS/ESA and PL/1) and IBM RS/6000 (AIX and C).

Chief of Programs Branch supervising seven developers maintaining a budget planning system (PDS) using IBM 3090, MVS/ESA, PL/1.

Software architect for information systems supporting Foreign Military Sales (Xerox Star workstation, IBM AIX (RS/6000), MicroFocus COBOL, Clipper, Postscript, dBase IV, Recital).

Lead Transition Programmer Analyst guiding the transition of 13 budget systems (ABIDES) consisting of over 200,000 lines of source code from a Honeywell MULTICS PL/1 system to IBM RS/6000 AIX with C and C shell (csh). Developed and trained the transition strategy to translate source code from PL/1 to C and to migrate operating system services from MULTICS to UNIX.

Technical advisor (member of Source Selection Evaluation Board) for a large-scale computer system acquisition (HSRP contract AFCAC 270). Responsible for the applications development and applications support capabilities sections, managed two teams of technical evaluators, analyzed and evaluated quality of source code translations from MULTICS PL/1 to UNIX C by competing contractors, and traveled to competitor sites to evaluate Live Test Demonstrations.
Computer Sciences Corporation, Falls Church VA

Senior Member of the Technical Staff
Sep 1985 – Feb 1986

Provided technical and maintenance support to a large-scale computerized general nuclear war-gaming system (SINBAC) using DEC VMS (VAX 11/780), FORTRAN, DISSPLA.
United States Air Force, 1st ISG, Pentagon and HQ AFSC, Andrews AFB
Computer Systems Analyst
Oct 1978 – Sep 1985

Designed, developed and maintained a large-scale budget formulation system (ABIDES/F&FP) using MULTICS, PL/1, MRDS. Developed a system (CMIS-T/I&M) to track and prioritize funding for AFSC labs (TOPS-20, FORTRAN, System 1022). Maintained a tracking and reporting system for the funding status and technical progress of AFSC research lab contracts (GCOS, COBOL and SIS).
University of Wisconsin, Madison WI

Computer Operator
1974 – 1978

Part-time computer operator for University mainframe (UNIVAC), mainframe peripherals, keypunch machines and patch panels. Maintained and operated Harris/Datacraft minicomputer for the Psychology Department. Developed COBOL programs for the Business Department minicomputer.
